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IT Risk surrounding daily life events  
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Widespread of IT using in Japan 



Number of “cyber crimes” through IT  

Data : Japanese Bureau of Police2017 



rank major cyber threats in  2017 major cyber threats in  2018  

1 information leak information leak 

2 ransomware attack and damage ransomware attack and damage 

3 
personal information theft through 
internet 

bussiness male fraud 

4 disturbance attack to IT services  improper use of vulnerable information 

5 information  leak due to mal governance  lack of IT security professions 

6 manipulation of website personal information theft through internet 

7 illegal login in website vulnerability of IoT equipment 

8 vulnerability of IoT equipment information  leak due to mal governance  

9 underground service disturbance attack to IT services  

10 illegal use of internet banking underground service 

Ranking of cyber related risks 

https://www.ipa.go.jp/security/vuln/10threats2017.html 

 by Information Promotion Agency 
Japan(IPA) 



What is IT risk?  

Risk related to IT system dealing with……  

criminal access to / through Internet  

trial for breaking down IT securities    

Serious treats for social infrastructures  



Information security and risk management 

What is security? 

Secure   +  free from care   ➡  situation without anxieties       
安全 心配からの解放 心配のない状況 

The situation of security loss 

Loss of confidentiality  
 

 

Loss of integrity  
 

 

Loss of availability  

Illegal information leakage 

Illegal information falsification and destruction  

Inhibition of data use and IT implementation 

機密性の喪失 

完全性の喪失 

加用性の喪失 

不法な情報漏えい 

不法な情報改ざん破壊 

データやITシステムの利用阻害 



Phase of IT Risk  

① Safe (risk) of IT system itself 

 
 

② Safe (Risk) of information dealt with IT system 
 

 

③ Safe (Risk) of services provided by IT system  

ITシステムそれ自身のリスク 

ITシステムで扱われる情報のリスク 

ITシステムで提供されるサービスのリスク 

Weakness against cyber attack 

Uncontrollable situation by IT complexity  

Fake information due to computer virus 

Overdependence  onto IT functions and information  



Example of ① 

Example of ② 

Example of ③ 



Example of ① 

Example of ② 

Example of ③ 

Fishing virus      

 

Spy ware 

 



Example of ① 

Example of ② 

Example of ③ 

Fishing virus      
 

Spy ware 

 

Dark web 

Ransomware 



Number of internet banking 

http://www.isaca.gr.jp/ 



Image of IoT 

https://www.edureka.co/blog/iot-applications/ 

http://ord.yahoo.co.jp/o/image/RV=1/RE=1570167676/RH=b3JkLnlhaG9vLmNvLmpw/RB=/RU=aHR0cHM6Ly93d3cuZWR1cmVrYS5jby9ibG9nL2lvdC1hcHBsaWNhdGlvbnMv/RS=^ADB8vQCZGXmxYv9jE8x4LpSNJ48m2A-;_ylc=X3IDMgRmc3QDMARpZHgDMARvaWQDQU5kOUdjU3JNSWk2OHl4VE95LVNrNWJJQ1FhQ0xSVVUwclNJQnd3eTNPSzZWYXdxWVl3Vk9ENW1JaEwyNFNRBHADU1c5VQRwb3MDMjQEc2VjA3NodwRzbGsDcnI-
http://ord.yahoo.co.jp/o/image/RV=1/RE=1570167676/RH=b3JkLnlhaG9vLmNvLmpw/RB=/RU=aHR0cHM6Ly93d3cuZWR1cmVrYS5jby9ibG9nL2lvdC1hcHBsaWNhdGlvbnMv/RS=^ADB8vQCZGXmxYv9jE8x4LpSNJ48m2A-;_ylc=X3IDMgRmc3QDMARpZHgDMARvaWQDQU5kOUdjU3JNSWk2OHl4VE95LVNrNWJJQ1FhQ0xSVVUwclNJQnd3eTNPSzZWYXdxWVl3Vk9ENW1JaEwyNFNRBHADU1c5VQRwb3MDMjQEc2VjA3NodwRzbGsDcnI-
http://ord.yahoo.co.jp/o/image/RV=1/RE=1570167676/RH=b3JkLnlhaG9vLmNvLmpw/RB=/RU=aHR0cHM6Ly93d3cuZWR1cmVrYS5jby9ibG9nL2lvdC1hcHBsaWNhdGlvbnMv/RS=^ADB8vQCZGXmxYv9jE8x4LpSNJ48m2A-;_ylc=X3IDMgRmc3QDMARpZHgDMARvaWQDQU5kOUdjU3JNSWk2OHl4VE95LVNrNWJJQ1FhQ0xSVVUwclNJQnd3eTNPSzZWYXdxWVl3Vk9ENW1JaEwyNFNRBHADU1c5VQRwb3MDMjQEc2VjA3NodwRzbGsDcnI-


G1（Policy）：settle the basic policy of security considering natures of IoT  
•Commitment of managers, preparation for good environment 
 

G2（Analysis）：cognition the risk of IoT 
•Identify what should be secured  

•Imagine the risk when things is connected 

•Learn previous failures 
 

G3（Design）：design to secure what should be secured  
•Adopting parts and whole 

•Relevancy of safety and relief 

•Establish appropriate evaluate system 
 

G4（Construction, connection）：thinking on the network  
•Monitor situation of each connected things 

•Install Authentication function 
 

G5（Operation）：do best way to information exchange in safe and relief condition   
•Communicate with key persons to share what they need to keep 

•Communicate with peoples to share what is risk in case of using things 

Five Guidelines of IoT security 

https://www.fujitsu.com/jp/group/fjm/mikata/column/marunouchi14/001.html 


