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IT Risk surrounding dally life events
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Widespread of IT using in Japan
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Number of “cyber crimes” through IT

Data : Japanese Bureau of Police2017



Ranking of cyber related risks by Information Promotion Agency

Japan(IPA)
rank major cyber threats in 2017 major cyber threats in 2018
1 information leak information leak
2 ransomware attack and damage ransomware attack and damage
3 !oni;sr(;r;il information theft through bussiness male fraud
4 disturbance attack to IT services improper use of vulnerable information
9 information leak due to mal governance |lack of IT security professions
6 manipulation of website personal information theft through internet
/ illegal login in website vulnerability of loT equipment
3 vulnerability of loT equipment information leak due to mal governance
9 underground service disturbance attack to IT services
10 illegal use of internet banking underground service

https://www.ipa.go.jp/security/vuln/10threats2017.html



What 1s IT risk?

criminal access to / through Internet

trial for breaking down IT securities

4

Serious treats for social infrastructures




Information security and risk management

What Is security?

Secure + free from care = sjtuation without anxieties
we DELAND D R TR DERD AL VR

The situation of security loss

Loss of confidentiality #ZEMDEX
lllegal information leakage 7&# B8Rz L

Loss of integrity EEMEN®K
lllegal information falsification and destruction & iEHRAE AMKE

Loss of availability mnAEDEk
Inhibition of data use and IT implementation 7—4%IT> X7 LOFAEE



Phase of IT Risk

® Safe (risk) of IT system itself ToRFLZRBED YRS
Weakness against cyber attack

Uncontrollable situation by IT complexity

@ Safe (Risk) of information dealt with IT system
TS AT LTEHONDFEHRD Y X7

Fake information due to computer virus

® Safe (Risk) of services provided by IT system
T AT LTRHEINDSG T —EXDY X7

Overdependence onto IT functions and information
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Example of @O

Fishing virus
Spy ware
Example of @

Example of ®



Example of @O
Fishing virus

Spy ware

Example of @
Dark web

Ransomware
Example of ®



Number of internet banking
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(ﬁmﬁamo http://www.isaca.gr.jp/



Image of loT
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https://www.edureka.co/blog/iot-applications/
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Five Guidelines of loT security

G1 ( Policy ) : settle the basic policy of security considering natures of loT
Commitment of managers, preparation for good environment

G2 ( Analysis ) : cognition the risk of loT

Ildentify what should be secured
sImagine the risk when things is connected
Learn previous failures

G3 ( Design ) : design to secure what should be secured
*Adopting parts and whole

*Relevancy of safety and relief

*Establish appropriate evaluate system

G4 ( Construction, connection ) : thinking on the network
*Monitor situation of each connected things
Install Authentication function

G5 ( Operation ) : do best way to information exchange in safe and relief condition
Communicate with key persons to share what they need to keep
Communicate with peoples to share what is risk in case of using things

https://lwww.fujitsu.com/jp/group/fim/mikata/column/marunouchi14/001.html



